UJaM Communication Protocol
The following protocol is used to communicate between the UJaM Client and the UJaM Server.  It has no relation to communication protocols for external messaging systems such as AIM, etc.  The commands are formatted in XML for easier readability and to decrease parsing and conversion time on the server side.

Overview
The following table lists all XML commands.  The parent node is assumed to be “UJAM” unless otherwise specified.
	Node
	Parent
	Description

	UJAM
[root]
	[none]
	The root node in every communiqué between client and server.  If a communiqué is received that does not begin with this tag, it will be discarded, and an error returned to the sender.

	ID
	
	The unique identifier for this communiqué.

	FROM
	
	The user (or ‘SYSTEM’) sending the communiqué.

	TO
	
	The target user (or ‘SYSTEM’) of the communiqué.

	ACK
	
	The acknowledgement of some command.  It may contain child nodes for more information depending on the command.



	ERROR
	ACK
	If this is sent inside of an ACK, then some error has occurred and this node contains the error information.

	USER
	
	A user or administrator wants to create/update user information.

	PASS
	USER
	Specifies the new password. (blank or non-existing mean unchanged).

	EMAIL
	USER
	Specifies the new email address. (blank or non-existing mean unchanged).

	LOGON
	
	A user is attempting to logon to the system.  This tag contains the password for the user.
When the system receives the command it will forward the command to all users that have this user on their Jam List.

	LOGOFF
	
	A user is logging off the system.
When the system receives the command it will forward the command to all users that have this user on their Jam List.

	TALK
	
	Sets up the connection between two clients regardless of peer to peer or client server connection.  

When the system is in “client - server” mode, USER2 receives the TALK, it should return an ACK to USER1.  When USER1 receives the ACK, they can begin the IM session. If USER2 sends a rejection ACK then USER1 will do nothing.
When the system is in “peer – peer” mode, USER2 receives the TALK, he will send an ACK to USER1 and begin listening for direct connection from USER1. When USER1 receives the ACK, it sets up connection to USER2 and begins IM session.

ACK values: 0 = reject, 1 = accept

	IM
	
	An instant message to the user specified in the ‘TO’ node.
If a user closes IM window, then session between them ends.  Meaning if they want to talk again, the session would have to be reinitialized.

	QUIET
	
	Closes an IM session when a USER1 closes their IM window.  If USER2 still has their window open and continues to send messages to USER1, then the IM session will have to be reinstated through the TALK command.

	AWAY
	
	Contains the away message chosen by the user (as returned by the LIST-AWAY command).
When the system receives the command it will forward the command to all users that have this user on their Jam List.  If the chosen message is not on the user’s away message list, it will be added.

	LIST-AWAY
	
	An empty tag requesting a list of away messages for this user.

	RETURN
	
	An empty tag indicating this user has returned from being away.

	LIST-JAM
	
	An empty tag requesting a list of jammers for this user

	ADD-JAM
	
	Contains the user name to add to this user’s jammer list 

	DEL-JAM
	
	Contains the user name to remove from this user’s jammer list

	FILE-REQ
	
	Request a file transfer to a user.  The contents of this node will contain information about the file to send.

	NAME
	FILE-REQ
	Contains the name of the file to be transferred.

	SIZE
	FILE-REQ
	Contains the size (in bytes) of the file to be transferred.

	FILE-SND
	
	Send a file directly to a user.  At this point there should be a direct connection to the target user’s client.

	NAME
	FILE-SND
	Contains the name of the file to be transferred.

	SIZE
	FILE-SND
	Contains the size (in bytes) of the file to be transferred.

	DATA
	FILE-SND
	Contains the data of the file to be transferred.

	EXT-LOGON
	
	A user is attempting to log on to an external system.

	TYPE
	EXT-LOGON
	The type of external system (e.g. AIM).

	USER
	EXT-LOGON
	The username for the external system.

	PASS
	EXT-LOGON
	The password for the external system.

	EXT-LOGOFF
	
	A user is logging off an external system (not necessarily from UJaM).

	USER
	EXT-LOGOFF
	The username that is logging off.

	TYPE
	EXT-LOGOFF
	The type of external system (e.g. AIM)

	IDLE-TIME
	
	The user is attempting to set their idle time to the specified number of minutes.

	MAIL
	
	The user is leaving a message for an offline user.

	BLOCK
	
	The user is blocking the specified user.

	UNBLOCK
	
	The user is unblocking the specified user.

	EXT-TOGGLE
	
	The administrator is toggling external communications.

	MODE
	
	The administrator is setting the communication mode.

	LIST-ALL
	
	The administrator is requesting a list of all users.

	LIST-LOG
	
	The administrator is searching for logs.

	USER
	LIST-LOG
	The user search parameter (all users if blank or non-existing).

	DATE
	LIST-LOG
	The date search parameter (all users if blank or non-existing).

	TIME
	LIST-LOG
	The time search parameter (all users if blank or non-existing).

	GET-LOG
	
	The administrator is requesting a specific log file (as returned by LIST-LOG command).


Specification

For each command above, there is one successful command and every variation of failure (if possible).
Logon

Command:

<UJAM>


<ID>on1</ID>


<FROM>username</FROM>


<TO>SYSTEM</TO>


<LOGON>password</LOGON>

</UJAM>

Response (success):
<UJAM>


<ID>on1</ID>


<FROM>SYSTEM</FROM>


<TO>username</TO>


<ACK></ACK>

</UJAM>

Response (failure):
<UJAM>


<ID>on1</ID>


<FROM>SYSTEM</FROM>


<TO>username</TO>


<ERROR>invalid username</ERROR>



</UJAM>
<UJAM>


<ID>on1</ID>


<FROM>SYSTEM</FROM>


<TO>username</TO>


<ERROR>invalid password</ERROR>



</UJAM>
Logoff


Command:

<UJAM>


<ID>off1</ID>


<FROM>username</FROM>


<TO>SYSTEM</TO>


<LOGOFF></LOGOFF>

</UJAM>

Response (success):
<UJAM>


<ID>off1</ID>


<FROM>SYSTEM</FROM>


<TO>username</TO>


<ACK></ACK>

</UJAM>
